Instruction 1: Install Open VPN

Before you can authorize the concurrent ArcGIS for Desktop, you would need to first connect
through OpenVPN to ensure security of connection between your computer and the DENR server.

1. Launch the OpenVPN installer (openvpn-pfSense-UDP4-1194-install-2.4.8-1602-Win7 or
openvpn-pfSense-UDP4-1194-install-2.4.8-1602-Win10) to initiate installation, then click
Install.

OpenVPN Configuration Setup = X

Welcome to OpenVPN installer.

This wizard will guide you through the installation of the
OpenVPN dient and configuration.

This will automatically install the configuration files needed
for your connection.

Install Cancel

2. Proceed with the installation by clicking Next.
OpenVPN 2.4.8-1602-Win10 Setup A X

Welcome to the OpenVPN
2.4 8-1602-Win10 Setup Wizard

This wizard will guide you through the installation of
OpenVPN , an Open Source VPN package by James Yonan.

Note that the Windows version of OpenVPN will only run on
Windows Vista, or higher.
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3. During the installation, read the license agreement and accept it, or exit if you do not agree
with the terms.

(") OpenVPN 2.4.8-1602-Win10 Setup R X
License Agreement
0 P E N Please review the license terms before installing OpenVPN

2.4.8-1602-Win10.

Press Page Down to see the rest of the agreement.

YpenVPN (TM) -- An Open Source VPN daemon A
Copyright (C) 2002-2018 OpenVPN Inc <sales@openvpn.net>

This distribution contains multiple components, some

of which fall under different licenses. By using OpenVPN
or any of the bundled components enumerated below, you
agree to be bound by the conditions of the license for
each respective component.

OpenVPN trademark v

If you accept the terms of the agreement, dlick I Agree to continue. You must accept the
agreement to install OpenVPN 2.4.8-1602-Win10.

< Back . Cancel

4. Continue with the installation by clicking Next, until the installation is completed.

(7) OpenVPN 2.4.8-1602-Win10 Setup - X (7) OpenVPN 2.4.8-1602-Win10 Setup - X
Choose Components Choose Install Location
n PEN Choase which features of OpenVPN 2.4.8-1602-Win10 you want O PEN Choose the folder in which to nstall OpenVPN 2.4,8-1602-Win10.
to instal.

Select the components to installupgrade. Stop any OpenVPN processes or the OpenVPN Setup will install OpenVPN 2.4.8-1602-Win 10 in the following folder. To install in a dfferent
service if itis running. All DLLs are installed locally. folder, click Browse and select another folder, Click Install to start the instalation.

Select conporents orstal: [~ [ GT—
[] OpenvPN Service:
[¥] TAP Virtual Ethemet Adapter
] Openven GUT Destination Folder
[[] EasyRSA 2 Certificate Management Saipts [C: Program Fies\Openvon] Browse...
+ Advanced
Descrpon
, Space required: 12.7M8
Space requred: 12.7M8 Space avallable: 77.4G8
P, e <Back Cancel
(7) OpenVPN 2.4,8-1602-Win10 Setup - () OpenVPN 2.4.8-1602-Win10 Setup -
< Installation Complete
Completing the OpenVPN MPEN e I
2.4.8-1602-Win10 Setup Wizard
OpenVEN 2.4,8-1602-viin 10 has been installed on your Completed
computer.
Gick Firish to dose this wizard. Output folder: C:\Program Fies\OpenVPN N

Extract: icon.ico
[ show Readme Output folder: C:\Program Fes\OpenVPdoc
Extract: license. txt
Created uninstaller: C:\Program Files\OpenVPN\Uninstall.exe

Starting OpenVPN Interactive Service
Checking .NET Framework verson...

NET Framework 4.0 Full found, no need to instal.

Proceedng with remainder of instalation.

Compieted v
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5. On the lower left of your taskbar, click , then click Connect.

Connect
Disconnect
Reconnect

Show Status

View Log
Edit Config

Clear Saved Passwords

Import file...

Settings...
Exit

6. A pop-up window will appear, key in the username and password assigned to the office where
you are installing the software. If you don’t have the login credentials yet, please email the
DENR Control Map Secretariat through denrcontrolmap@denr.gov.ph with the following
details:

Name of the Requester:
Reason: Login Credentials for OpenVPN
Office that need the login credentials:

@E—l JpenVPN Connection (pfSense-UDP4-11

Cument State: Connecting

Wed Jan 15 13:40:42 2020 OpenVPN 2.4.8 x86_64-w64-mingw32 [SSL (OpenSSL)] [LZO] [LZ4] [PKCS11] [AE
Wed Jan 15 13:40:42 2020 Windows version 6.2 (Windows 8 or greater) 64bit
Wed Jan 15 13:40:42 2020 library versions: OpenSSL 1.1.00 10 Sep 2019, LZ0 2.10
(1) pfSense-UDP4-1194-config X

Usemame: lsdrmd l

Password: I““““l I

[] Save password

Cancel

< >

OpenVPN GUI 11.14.0.0/2.4.8

Disconnect Reconnect Hide
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7. To confirm that you are connected, you’ll see . on the lower left of your taskbar. The
OpenVPN Connection window will display as:

3l OpenVPN Connection (pfSense-UDP4-1194-config)

Current State: Connected

Wed Jan 15 13:40:42 2020 OpenVPN 2.4.8 x86_64-w64-mingw32 [SSL {OpenSSL)] [LZO] [LZ4] [PKCS11] [AE
Wed Jan 15 13:40:42 2020 Windows version 6.2 (Windows 8 or greater) 64bit

Wed Jan 15 13:40:42 2020 library versions: OpenSSL 1.1.00 10 Sep 2019, LZ0 2.10

Wed Jan 15 13:41:47 2020 TCP/UDP: Preserving recently used remote address: [AF_INET]27.110.247.213:11
Wed Jan 15 13:41:47 2020 UDP link local (bound): [AF_INET]jundef}: 1154

Wed Jan 15 13:41:47 2020 UDP link remote: [AF_INET]27.110.247.213:1154

Wed Jan 15 13:41:47 2020 WARNING: this configuration may cache passwords in memory - use the auth-noc:
Wed Jan 15 13:41:47 2020 [DENRVPNCA] Peer Connection Initiated with [AF_INET]27.110.247.213:1154
Wed Jan 15 13:41:45 2020 open_tun

Wed Jan 15 13:41:49 2020 TAP-WIN32 device [Local Area Connection] opened: \\.\Global\{6B7FC22D-3FSC
Wed Jan 15 13:41:45 2020 Set TAP-Windows TUN subnet mode network Jlocal/netmask = 172.18.1.0/172.18
Wed Jan 15 13:41:49 2020 Notified TAP-Windows driverto set a DHCP IP/netmask of 172.18.1.3/255.255.25
IWed Jan 15 13:41:49 2020 Successful ARP Flush on interface [3] {6B7FC22D-3F9C-441A-B658-88243788DB(

< >

Assigned IP: 172.18.1.3
Bytes in: 3522 (3.4 KiB) out: 5515 (5.4 KiB) OpenVPN GUI 11.14.0.0/24.8

Disconnect . Reconnect j Hide

8. You may now proceed with the ArcGIS for Desktop installation (refer to Instruction2: Install
ArcGIS for Desktop).
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